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Definitions

Children on the Move is an umbrella term used to refers to “those children
moving for a variety of reasons, voluntary or involuntary within or between
countries, with or without their parents or other primary caregivers, and
whose movement might place them at risk (or at an increased risk) of
inadequate care, economic or sexual exploitation, abuse, neglect or
violence.”

Children affected by crisis are those whose lives are disrupted by
situations such as conflict, inequalities, the effects of climate change or
other emergencies.??

Digital technologies refer to devices such as personal computers and
tablets, tools such as cameras, calculators, and digital toys, systems such
as software and apps, augmented and virtual reality, and less tangible
forms of technology such as the Internet.#

Gender refers to socially constructed norms, roles, behaviours, expressions
and identities associated with boys, girls, men, women and gender diverse
people.s

Age This research adopts the definition of the age range for children
enshrined in the United Nations' Convention on the Rights of the Child,
considering individuals up to 18 years old as children.* However, given that
age is a category of analysis, the study will explore how children on the
move understand age and life stages, to better contextualise and deepen
the research.

Migration refers to the movement of people away from their place
of usual residence, either across an international border or within a
State.” This broad definition covers all forms of migration (voluntary/
forced migration, internal/international migration, long-term/short-
term migration), different motives for migration (migration because
of political persecution, conflicts, economic problems, environmental
degradation, or a combination of these reasons or migration in search
of better economic conditions or conditions of survival or well-being,
or other motives such as family reunifications, and irrespective of the
means used to migrate (legal/irregular migration).?

Save the Children. (n.d.). Children on the move. Save the Children Resource Centre.

Havard Humanitarian Initiative. (n.d). Children in Crisis.

UNICEF Greece. (n.d.). Children in crisis.

Kelly Johnstone, Lisa Kervin and Petta Wyeth. (2022. May, 24). Defining Digital Technology.
Digital Child.

World Health Organization. (n.d). Gender and Health. Canadian Institutes of Health Research
(n.d). What is gender? What is sex?

United Nations. (1989). Convention on the Rights of the Child.

International Organization for Migration. (n.d). Key Migrant Terms.

European Commission. (n.d). Migration and Health Affairs.
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https://resourcecentre.savethechildren.net/keywords/children-on-the-move/
https://hhi.harvard.edu/children-crisis#:~:text=Within settings of conflict and crisis%2C they are,a lack of health infrastructure equipped for pediatrics.
https://www.unicef.org/greece/en/children-crisis
https://digitalchild.org.au/defining-digital-technology/#:~:text=Digital technologies refer to devices,technology such as the Internet.
https://www.who.int/health-topics/gender#tab=tab_1
https://cihr-irsc.gc.ca/e/48642.html
https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-rights-child
https://www.iom.int/key-migration-terms
https://home-affairs.ec.europa.eu/networks/european-migration-network-emn/emn-asylum-and-migration-glossary/glossary/migration_en
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Sexual exploitation of children is defined by the second edition of
the Terminology Guidelines for the Protection of Children from Sexual
Exploitation and Sexual Abuse as “[a] child is a victim of sexual exploitation
when they involved in a sexual activity in exchange for something (e.g.
money or other gains like food, housing, clothing, protection or even the
promise of such) received by a third party and/or the perpetrator”? It is
important to note that the definition of sexual exploitation of children
overlaps with that of sexual abuse of children. However, it is distinguished
by the presence of an additional element of exchange (money, material
goods or access to protection or shelter).

Technology-facilitated child sexual exploitation and abuse according
to the Terminology Guidelines for the Protection of Children from Sexual
Exploitation and Sexual Abuse, “technology is an increasingly pervasive
element in sexual offending against children and it is becoming rare that
notechnology atallis used at some stage of the preparation, commission,
or further dissemination (in the case of child sexual abuse material) of the
sexual exploitation or sexual abuse of a child. Although not always used
to facilitate or commit a sexual crime, the overarching role of technology
in facilitation means that it can cover crimes committed in both digital
and non-digital environments. Firstly, a sexual offence committed in the
digital environment is, by definition, facilitated by technology. Secondly, a
broad variety of sexual offences committed in-person are made possible
with the help of technology, for instance, to connect perpetrators of
sexual offences, exchange information, and coordinate actions.”™®

9 Interagency Working Group on Sexual Exploitation of Children. (2025). Terminology Guidelines
for the Protection of Children from Sexual Exploitation and Sexual Abuse. Thailand: ECPAT
International.

10 Interagency Working Group on Sexual Exploitation of Children. (2025). Terminology Guidelines
for the Protection of Children from Sexual Exploitation and Sexual Abuse. Second Edition.
Thailand: ECPAT International.


https://ecpat.org/wp-content/uploads/2021/05/Terminology-guidelines-396922-EN-1.pdf
https://ecpat.org/wp-content/uploads/2021/05/Terminology-guidelines-396922-EN-1.pdf
https://ecpat.org/wp-content/uploads/2021/05/Terminology-guidelines-396922-EN-1.pdf
https://ecpat.org/wp-content/uploads/2021/05/Terminology-guidelines-396922-EN-1.pdf
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AT A GLANCE

Digital technology plays a crucial role in the lives of children on the
move—it can serve as both a lifeline and a source of significant risk. This
literature review was conducted to inform a project on the digital safety
of children on the move, implemented by ECPAT International and ARSIS.
It covers literature published between 2019 and 2024 and addresses key
research questions, including: how children on the move perceive and use
technology; the harms they face online, particularly technology-facilitated
sexual exploitation; and the protective role that digital platforms can play.

Key findings

. ‘ -
‘ ° How do children on the move perceive
and use digital technology?

Q \ Accessing migration information:
’ Children on the move use social

media and online platforms to find
information about migration routes, legal requirements, safety, and
what to expect in destination countries.

2

» Shaping identity and staying connected: Technology enables
children to stay connected to their culture, create and share content,
and develop online identities. This gives them a sense of control and
agency across different cultural settings.

» Supporting emotional well-being: Staying in contact with family
offers emotional support, but can also create pressure, especially for
boys, who often feel expected to succeed, send money, and help their
families migrate. Children also use tech for leisure, though there is
limited literature exploring this aspect in depth.

» Learning and building skills: Online tools are used to access
education, learn languages, and gain skills. However, access remains
uneven, particularly in crisis contexts.

» Accessing health information: \While less documented, some
studies show children search online for general health and sexual
and reproductive health information, sometimes without guidance,
raising concerns about misinformation.

» Engaging in advocacy: A few examples show children using digital
platforms to raise awareness about their rights and migration
experiences. However, this area is still under-researched.

» Conducting financial transactions: Some evidence suggests that
children on the move utilise mobile platforms to send or receive
money, although this remains a relatively underexplored topic in the
literature.
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Multiple factors, including gender, age, ethnicity, digital literacy, and
the availability of technological infrastructure, shape children on the
move 's access to and use of digital technology. Additionally, the stage

213

Although limited documentation
exists on technology-facilitated
harms experienced by children
on the move, available evidence
highlights a range of risks

that are intensified by their
existing vulnerabilities and

and context of migration play a key
role in determining whether and how
children can access devices or connect
to the internet. For example, rules in
shelters or accommodation centres
often influence children’s ability to use
technology. In many cases, children
develop digital skills independently
and often support others, such as
helping parents navigate online
spaces.

the socioemotional impacts of
migration.

»

»

»

»

Online grooming: Perpetrators often use social media to conceal
their identities and establish trust with children on the move, luring
them with false promises of safe migration, shelter, jobs, or financial
support. In some cases, children themselves are used to recruit their
peers, particularly through romantic relationships or friendship.

Sexual and financial extortion: Evidence shows that perpetrators
blackmail children on the move by demanding sexual content
produced by children themselves or money.

Child sexual abuse material: Children on the move may be coerced
into producing child sexual abuse materials, often under deceptive
circumstances such as offers of virtual modelling or other misleading
job opportunities.

Online bullying and harassment: Studies consistently report that
children on the move experience ongoing harassment, bullying, and
hate speech online, often targeting their migration status, ethnicity,
or gender.
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» Doxing, scamming, and privacy violations: Children on the move
are also at risk of being hacked, scammed, or having their personal
information stolen or misused, exposing them to further exploitation
and threats to their safety.

‘ While there is limited evidence of
technology companies directly

' protecting children on the move
from sexual exploitation, insights

from related sectors highlight

' opportunities for them to take a

more active role. Children on the
move often rely on the Internet
for information, but inaccurate or outdated content can heighten their
vulnerability to sexual exploitation. Technology companies can play a
meaningful role in addressing these challenges by using their platforms
to share reliable and timely information on migration-related risks and
available support services, as well as by developing tools to detect false
or misleading content. Other potential contributions include establishing
accessible reporting mechanisms. Some promising initiatives, led by
NGOs and sharing economy platforms, have supported child protection
by providing safe accommodation for children and their families, and by
training hosts on child protection, gender issues, and refugee rights.
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1. INTRODUCTION

Digital technology plays a crucial role in the lives of children on the
move and affected by crisis," offering both opportunities and new risks,
particularly in relation to sexual exploitation and abuse. Yet, there remains
limited understanding of how these children themselves experience,
navigate, and interpret digital environments.

To address this gap, ECPAT International, in collaboration with ECPAT's
member organisation in Greece, Association for the Social Support of
Youth (ARSIS), have launched in 2024 a groundbreaking research project
on the digital safety of children on the move, with a particular focus on
GCreece and linkages to the Venezuelan migration crisis in Latin America.””
The overarching research question is ‘How can we ensure that systemes,
products and processes designed to make digital environments safe and
rights-respecting for children are informed by the diverse experiences
and profiles, particularly gender, of children on the move?’

The project adopts multiple research methods, including participatory
approachesto generating evidence co-created with children on the move;
and with strategic actors, including humanitarian, child protection and
support workers, tech companies, and policy makers. As a first step in this
process, a literature review was undertaken to assess the existing body
of evidence and inform both the research methodology and subsequent
analysis. The literature review explored the following questions:

1. Howdo children onthe move perceive and use digitaltechnology?
What are the gender and intersectional factors that influence
their use of digital technology?

2. What documented harms have been facilitated by digital
technology in these contexts? With a particular focus on sexual
abuse and exploitation, and gender-based violence.

3. What role do digital platforms and tech companies play in
protecting children on the move?

This literature review included journal articles, research reports, and ‘grey’
literature published between 2019 and 2024 in English, Spanish,and Greek.

1 This project explores the lived experiences of children on the move and those affected by
crises, recognising that children in both circumstances face significant disruptions but also
demonstrate agency in responding to them. Given the overlapping aspects of these concepts,
the term “children on the move” will be used throughout this literature review.

12 ECPAT International has led a research project on the sexual exploitation of children in the
context of Venezuelan migration in Bolivia, Colombia, and Peru during the period 2024-

2025, aimed at identifying and analysing the perceived quality, accessibility, and usefulness
of prevention and support services available to children who have been subjected to sexual
exploitation within the context of Venezuelan migration in these countries.
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The search encompassed the broader context surrounding children onthe
move globally, with a specific focus on Greece, Colombia, Peru,and Bolivia,
while also incorporating sources from other countries with significant
refugee populations to ensure a comprehensive understanding. Twenty-
six documents were identified, which primarily explore the use of
digital technology. Fewer studies focused on documenting technology-
facilitated harms and the role of digital platforms and tech companies in
protecting children on the move.
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2. CONTEXT

An estimated

123.2

million
people were
forcibly displaced

worldwide by children (aged 017)
make up
the end of 2024." around

displaced 40%

Migration and displacement patterns have evolved significantly over
the past decade. Since 2015, the European Union has seen significant
migration and displacement movements. Arrivals peaked in 2016 at
389,976 but declined significantly in the following years, reaching 99,907
in 2020.> However, the trends underscore persistently high flows of
people on the move.'® Following the 2020 dip, arrivals rose again, peaking
at 292,985 in 2023 before slightly decreasing to 208,909 in 2024."7 During
2024, the primary arrival countries for people on the move in Europe were
Bulgaria, Cyprus, Greece, Italy, Malta, and Spain.”® Greece lies on one of the
main routes into Europe for people fleeing their home countries, primarily
from the Syrian Arab Republic, Egypt, Afghanistan, Turkiye, and Eritrea.
In 2024, there was a notable increase in boats departing from the North
African coast towards the southern Greek islands of Crete and Gavdos.”

Another significant migration movement is the Venezuelan migration,
which hasbecome one ofthe largest and most complexin Latin America,?

13 UNHCR Refugee Data Finder. (2024). Global Overview: Forcibly Displaced People.

14 Ibid.

15 International Organization for Migration. (n.d.). Europe - Mixed migration flows to Europe:
Arrivals. Retrieved April 3, 2025

16 Ibid.

17  International Organization for Migration. (n.d.). Europe - Mixed migration flows to Europe:
Arrivals. Retrieved April 3, 2025.

18 International Organization for Migration. (2024, June 3). Europe — Mixed Migration Flows to
Europe, Yearly Overview 2024. Displacement Tracking Matrix.

19 Ibid.

20 Arena, M., Fernandez Corugedo, E., Guajardo, J., & Yepez, J. F. (2022, December 7). Venezuela's
Migrants Bring Economic Opportunity to Latin America. International Monetary Fund.


https://www.unhcr.org/refugee-statistics/data-summaries?data_summaries%5Bregion%5D=&data_summaries%5Bcountry%5D=&data_summaries%5Bview%5D=population_totals&data_summaries%5Byear%5D=2024&data_summaries%5BpopType%5D=FDP&data_summaries%5B_mode%5D=global&data_summaries%5B_token%5D=f362f193cce8d8361ecab03fc899.ezbvq6oCtVwoqv8BbW6NbkrQsSPc6EYpyD3wFcVHbAQ.LnuE2_Ng0zRAxYxkFQTlIh-m9FCOrT9opV7dXIYWNmMKYJvHzUX2Fhz9vg&data_summaries%5Bsubmit%5D=
https://dtm.iom.int/europe/arrivals
https://dtm.iom.int/europe/arrivals
https://dtm.iom.int/europe/arrivals
https://dtm.iom.int/europe/arrivals
https://dtm.iom.int/datasets/europe-mixed-migration-flows-europe-yearly-overview-2024
https://dtm.iom.int/datasets/europe-mixed-migration-flows-europe-yearly-overview-2024
https://www.imf.org/en/News/Articles/2022/12/06/cf-venezuelas-migrants-bring-economic-opportunity-to-latin-america
https://www.imf.org/en/News/Articles/2022/12/06/cf-venezuelas-migrants-bring-economic-opportunity-to-latin-america
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resulting in more than 7.89 million Venezuelans having fled the country,
particularly to other Latin American countries, due to the political and
economic crisis.”

Since 2022, migration and displacement trends have been increasingly
shaped by large-scale displacements driven by conflict, climate-related
disasters, and political and economic factors. Conflicts in Ukraine, Gaza,
Syria, Yemen, and Myanmar, alongside climate-induced disasters in
Pakistan, the Philippines, Brazil, China, India, Bangladesh, and Colombia,
have intensified forced migration across different regions.?? Over time,
economic, geographic, and demographic factors have shaped migration
patterns, leading to the emergence of distinct “corridors” connecting
developing countries to major economies such as the United States, the
United Arab Emirates, Saudi Arabia, and Germany. Some corridors, such as
the one from Syria to Turkiye — the second largest globally — also reflect
the ongoing impacts of conflict and displacement.?® At the same time,
migration has increasingly become a political issue, particularly within
democratic systems. In Europe, concerns over immigration and rising
living costs have significantly influenced election outcomes. For instance,
in Germany, a far-right party doubled its share of votes in 2024 (20%)
compared to 2021 (10%), with anti-immigration as its major campaign
theme.?

As noted, children comprise a significant portion of those displaced
and encounter threats and dangers at every stage of their journey.
Many of these children migrate unaccompanied.? European countries
alone recorded 40,420 new asylum applications from unaccompanied
children (8% were girls and 92% were boys) in 2023.2° According to a Save
the Children 2024 report, about one in every four children on the move
who arrived in Greece in 2024 came without family or a legal guardian,
totalling over 1,500 unaccompanied children on the move or triple the
figure from the first half of 2023.2”

Gender plays a critical role in shaping the migration and displacement
experiences of people. It influences every stage of the migration
journey — from the reasons for migrating, to the age at which
individuals migrate, and even the ways they use technology during
the process. Research has highlighted that boys are more likely than girls
to embark on migration journeys, often travelling unaccompanied and
under pressure to support their families.222° A 2021 UNICEF study further
explored this dynamic by examining the migration life cycle through a
gender lens. It found that boys are more likely to engage in long-distance
and cross-border migration, whereas girls tend to migrate within
their own country.*® This disparity may indicate the differing roles and

21  Plataforma Regional de Coordinaciéon Interagencial para Refugiados y Migrantes de
Venezuela. (s.f.). Refugiados y migrantes de Venezuela. Retrieved 29 May 2025

22 International Organization for Migration. (2024). World migration report 2024.

23 Ibid.

24 Le Monde. (February 24, 2025). German elections: Far-right AfD party achieves historic result.

25 UNHCR, UNICEF and IOM. (2024). Refugee and Migrant Children in Europe-Accompanied,
Unaccompanied and Separated-2023.

26 lIbid.

27 Save the Children. (2024, July 17). Child Migrant Arrivals in Greece Quadruple This Year.

28 Gatto, T. (2018). Gender Analysis of deliverables produced by the project FORUM.

29 UNICEF. (n.d.). Uncertain pathways: How gender shapes the experiences of children on the
move.

30 Ibid.


https://www.r4v.info/es/refugiadosymigrantes
https://publications.iom.int/books/world-migration-report-2024
https://www.lemonde.fr/en/international/article/2025/02/24/german-elections-far-right-afd-party-achieves-historic-result_6738495_4.html
https://data.unhcr.org/en/documents/details/110153
https://data.unhcr.org/en/documents/details/110153
https://www.savethechildren.net/news/child-migrant-arrivals-greece-quadruple-year#:~:text=About one in every four child refugees and,the figure from the first half of 2023.
https://www.accem.es/wp-content/uploads/2018/02/Gender-Analysis-FORUM-def.pdf
https://data.unicef.org/resources/uncertain-pathways-how-gender-shapes-the-experiences-of-children-on-the-move/
https://data.unicef.org/resources/uncertain-pathways-how-gender-shapes-the-experiences-of-children-on-the-move/
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responsibilities assigned to boys and girls in their home countries, which
are often shaped by patriarchal societies and reinforce rigid gender norms
for children. For example, children, particularly boys, affected by crises,
such as those in Iraq, often take on greater economic responsibilities to
support their families. They engage in income-generating activities, such
as working in shops, mechanics, agriculture, and on the streets, which
frequently leads to school dropouts.®

The conditions of movement are often dangerous for children, who
face numerous risks, including discrimination and xenophobia along
the routes.*? These dangers also encompass violence, labour and sexual
exploitation, as well as recruitment by irregular armed groups.®® Those
unaccompanied and separated are at higher risk of suffering violence
and other rights violations.** According to investigations by journalists
that uncover the stories of missing child migrants in Europe, over 50,000
unaccompaniedchildren onthe move were missingin Europeinthe period
2021-2023, highlighting their heightened vulnerability to exploitation and
trafficking.®®

In the context of children on the move, technology is a vital tool that
significantly influences their migration experience. It shapes various
aspects,including planning their journey, facilitating entry and integration
into destination countries, and maintaining connections with family and
communities in their home countries.*® However, children on the move
may be exposed to digital threats, as the unsupervised nature of online
spaces, combined with the separation from their families, exacerbates
opportunities for perpetrators to harm them.*”

31 ECPAT International. (2024). A Call for Nuanced, Contextualised and Coordinated Responses
to Complex Manifestations of Sexual Exploitation of Children in Humanitarian Contexts. Case
Study: Kurdistan Region of Iraqg. Bangkok: ECPAT International.

32 UNICEF. (2018. November 14). Venezuelan migration: The children and adolescents’ point of
view.

33 UNICEF Latin America. (2022, March). Children on the move, including from Venezuela, and
people affected by Covid-19. 6.

34 International Organization for Migration. (2023). Children on the move.

35  Lostin Europe. (2024, April 30). More than 50,000 unaccompanied child migrants missing in
Europe.

36 Gelb, S, & Krishnan, A. (2018, September).Technology, migration and the 2030 Agenda for
Sustainable Development. Retrieved from Swiss Agency for Development and Cooperation
SCD website: Save the Children.

37 Save the Children. (2020). Digital Safeguarding for Migrating and Displaced Children. An
overview of the current context and trends, potential risks and practical next steps.


https://ecpat.org/wp-content/uploads/2024/05/SEC-in-Humanitarian-Contexts_CaseStudy_KR-Iraq.pdf
https://ecpat.org/wp-content/uploads/2024/05/SEC-in-Humanitarian-Contexts_CaseStudy_KR-Iraq.pdf
https://ecpat.org/wp-content/uploads/2024/05/SEC-in-Humanitarian-Contexts_CaseStudy_KR-Iraq.pdf
https://www.unicef.org/lac/en/stories/being-child-or-adolescent-venezuelan-migration
https://www.unicef.org/lac/en/stories/being-child-or-adolescent-venezuelan-migration
https://open.unicef.org/sites/transparency/files/2022-04/Children on the move LACRO CER 2021.pdf
https://open.unicef.org/sites/transparency/files/2022-04/Children on the move LACRO CER 2021.pdf
https://publications.iom.int/books/children-move
https://lostineurope.eu/investigations/data-and-statistics-investigations/more-than-50-000-unaccompanied-children-disappeared-in-europe-over-the-past-three-years
https://lostineurope.eu/investigations/data-and-statistics-investigations/more-than-50-000-unaccompanied-children-disappeared-in-europe-over-the-past-three-years
https://cdn.odi.org/media/documents/12395.pdf
https://cdn.odi.org/media/documents/12395.pdf
https://resourcecentre.savethechildren.net/pdf/mdi_digital_final_rgb_rev_091220.pdf/
https://resourcecentre.savethechildren.net/pdf/mdi_digital_final_rgb_rev_091220.pdf/
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3. CHILDREN ON THE MOVE’'S
ENGAGEMENT WITH DIGITAL
TECHNOLOGIES

The literature review aimed to provide a comprehensive understanding
of the engagement of children on the move with digital technologies,
with particular attention given to studies that document children’s self-
initiated use of the Internet, mobile phones, and similar tools. Reports
focusing on technology use promoted through interventions or research
projects — such as evaluations of refugee education apps or studies using
digital methods — were excluded from the review.

Many of the identified studies and reports focus on refugee and male
unaccompanied children, and those residing in shelters. Fewer studies
provide insights into girls and younger children (i.e. those below 12 years
old). The geographical locations covered encomypass a variety of primary
destinations for children on the move, including Greece, Colombia, Peru,
Italy, the United States, and Spain.

Accessing migration-related information via social
media and online video platforms

Children on the move use the Internet to access information to make
decisions along their migration routes. Internet platforms, particularly
social media and video sharing platforms like YouTube, Instagram, and
Facebook, significantly influence children’s perspectives and migration
plans. Through these platforms, children establish contact with relatives,
other children, or people they meet online who share their migration
experiences and assist them in planning their own migration.*®

Childrenactively use mobile phonesandthe Internettoaccessinformation
about migration routes, legal requirements for entry in the countries,
destination countries, sociocultural contexts, and personal safety. In a
study on smartphone use among sixteen refugee boys in Greece (six
unregistered and ten unaccomypanied), participants reported using their
smartphones to watch the news, navigate and organise their journeys
with tools such as Google Maps and GPS, and learn European languages
through translation apps.*® Similarly, research with unaccompanied
boys and male youth in Spain showed that mobile phones were crucial
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during their transit and arrival.“® Children interviewed said they used
mobile phones to identify safer routes, find locations where conditions
and procedures for children were more favourable, and where migration
processing was more efficient, as well as to communicate with their
contacts.” They often spoke with friends and family already in Spain or
with people they had met online, using these connections as a safety
measure.*> Children also followed YouTubers who share content about
their migration experiences, helping them to resolve their own questions
about migration processes.”

Children on the move also use technology to search for and receive
information about safety. In 2021, Save the Children interviewed 48
children on the move (including 30 unaccompanied boys) in Bosnia and
Herzegovina and Serbia to better understand the violence experienced by
refugeesand children onthe move arriving in Western Europe through the
Balkans.** Three participants mentioned using the Internet, particularly
YouTube, to access information on the risks faced by children on the
move, including videos showing violent behaviours against children on
the move, such as beatings at borders, kidnappings, and other incidents.
Similarly, a 2022 study with 27 Ukrainian adolescents (10-18 years old)
affected by the Russia-Ukraine war showed evidence that they use
technology to stay alert for air raid siren notifications and to seek shelter.*

While onthe move, children use social media to share their experiences
and challenges, exchanging advice with peers on how to overcome
them. In doing so, they create online spaces for mutual support and
self-help.“¢ Children on the move often experience restricted power
in their lives, and digital technologies can provide them with greater
agency by offering access to online self-help and health support groups.#’
Through these platforms, they can connect with others and share their
mental health experiences, fostering a sense of empowerment.

Maintaining and developing transnational identities

The available literature indicates that children on the move maintain
connections with their culture of origin through the creation and
interaction with online content, including social networks and digital
platforms.*84° Children on the move use the Internet to create and share
content showcasing their home countries’ food, music, and religious
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practices, thereby preserving their traditions and customs.°® A 2023
ethnographic study of Syrian refugee families living in a refugee camp
in Athens found that young children actively sought Internet access to
watch Arabic-language programmes on YouTube, helping them learn the
language and maintain a sense of “togetherness” with their homeland.®

Through technology, children on the move navigate their identities,
which are shaped by the cultures of both their home and host
countries. Technological platforms offer a space for them to continuously
express and refine their identity, which evolves over time.> This evolving
identity may diverge from the sociocultural norms expected in either
their home or host countries, reflecting the complex interplay of
influences they navigate.>®* Research with unaccompanied boys in Spain
found that in some cases, they avoid sharing certain photos online to
prevent judgment from family or friends back home, particularly around
identity and lifestyle.>* Digital media provide children on the move with
the opportunity to shape their online identities, allowing them to control
the text, images, hashtags, and sounds they share. This creative control
can foster a sense of agency, allowing them to express themselves as
teenagers, young adults, refugees, and members of diverse cultures and
communities.>>>®

Supporting socio-emotional well-being and leisure

Staying in constant contact with family and support networks
through technology is a priority for children on the move, as reported
in various studies on displacement, settlement and conflict settings.*”
A 2023 qualitative study with 15 Ukrainian refugees, aged 10-14, who were
sheltered in a refugee camp in Poland after fleeing the Russia-Ukraine
war, found that teenage girls (10-12) spoke about participating in small
WhatsApp and Telegram groups to share their daily experiences and
check on the well-being of their friends.>®

While staying in contact with their families can offer support, it can also
place significant pressure on the children. This could lead children on
the move to present positive images that portray a successful migration
journey, even if this does not reflect their reality. Images may be edited or
falsified, for example, by showcasing products that imply wealth, either
to ease worries and alleviate the social pressures they face from family
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and friends.*® For boys, in particular, the pressure often includes meeting
their family's expectations to reach their destination, earn money, and
pave the way for the rest of the family to follow. Putting pressure on them
to continue their journey despite the challenges.®. A recent ECPAT case
study analysed the context of boys on the move (mostly from the Middle
East and the Horn of Africa) in Calais, France, and highlighted that, due
to pressure deriving from gender norms, boys often feel compelled to
project an image of strength and avoid showing any signs of weakness.®

Children also use technology, particularly their mobile phones, to
manage stress and uncertainty that arises from conflict, displacement
and new realities.®? For example, a 2021 case study of Pakistani boys and
youth® who arrived as unaccompanied children in Greece from 2015
onwards found that most of them spent time online and talking to friends
on their mobile phones as a coping strategy to ease their psychological
distress.®4

While there is less evidence in this area, existing studies suggest that
children on the move also use technology for recreational purposes,
including watching videos, playing games, and engaging with social
media.%® %6 67 For example, Ukrainian adolescents affected by the Russia-
Ukraine war shared their experiences of living in a conflict setting and
indicated that they use technology for entertainment, such as video
game apps and social media.®®

A 2023 report by the United Nations High Commissioner for Refugees
focusing on digital leisure among forcibly displaced people highlights
that those on the move often prefer mainstream platforms such as

WhatsApp, Facebook, and YouTube for their leisure time.®® This contrasts
with approaches to connectivity and digital inclusion that focus on
developing apps specifically designed for refugee services and uses.

Like other children, children on the move often use social media to
connect with new friends or develop romantic relationships. However,
thisbehaviouris notwidelydocumented, with existing studies primarily
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focusing on its risks.”° Most documented cases emphasise the potential
for deception and sexual exploitation, while the more positive aspects of
online social connections remain largely unexplored.” This research gap
may be partly due to the reluctance of governmental and development
agencies to address these topics, fearing that acknowledging them could
discourage donor support or complicate government partnerships aimed
at promoting digital inclusion.” For children on the move, this gap may
be even more significant, as social norms in many contexts discourage
open discussions about young people’s sexuality.

Accessing education and employment opportunities

The literature emphasises the use of online learning platforms for
children on the move for formal education, learning languages,
and skill-building.”>* Online learning platforms and apps, such as
WhatsApp, have been widely used by non-governmental organisations
and governments to provide education to children on the move in several
countries, particularly during the COVID-19 pandemic, when schools were
closed.” A study examining apps for refugee education identified 14 apps
used between 2015 and 2020,” with the majority (9 out of 14) targeting
children in early, primary, and secondary education.”” Most apps focused
on language acquisition, especially for newly arrived refugees or those
living in camps. In contrast, refugees who had settled in urban areas for
longer periods tended to use education-focused apps. Key features of
these apps included being free of charge, not reliant on internet access,
using age-appropriate multimedia, and providing scaffolding for learning
content. The identified apps also incorporated relevant content tailored
to refugees’ lives, addressing a gap previously noted as a drawback in
earlier mobile learning studies.

Children on the move also use technology to support their learning,
including completing homework and gaining knowledge about their
host countries, such as learning the local language. In an ethnographic
study, children of Syrian families attending Greek elementary school used
digital technology platforms from their parents’ smartphones as part of
an informal education process.”
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However, studies also pointed out that while technology provides valuable
opportunities for children on the move to access education, it remains
insufficient compared to local children. For example, during COVID-19
school closures, Venezuelan children on the move in Peru, Colombia, and
Chile had less access to online or hybrid learning due to limited internet
and digital devices.”

Accessing health knowledge and solutions

While there is limited evidence, some studies suggest that children on the
move utilise Internet platforms to explore and seek solutions for health-
related concerns, including sexual and reproductive health, and general
health information. In the context of sexual and reproductive health,
a 2024 study involving adolescent girls on the move revealed that they
access a wide array of websites to obtain information, ranging from health
e-magazines to pornography sites, despite concerns about the reliability
of sources and the risk of encountering misinformation.t° Caregivers also
seek information on child health, often relying on search engines or social
media platforms to connect with service providers or acquaintances.
They frequently depend on children’s digital skills to locate health-related
information, sometimes shifting the responsibility to children to interpret
the content.® This reliance can place an undue burden on children and
may undermine the accuracy or suitability of the information obtained.

Advocating for their rights and needs

Some studies indicate that the internet also provides a vital platform
for children on the move to advocate for their rights and raise
awareness about rights violations and challenges in their home
communities.?? For example, the Migration Youth and Children Platform
is a self-organised space that allows young people (up to 31 years old) to
engage in United Nations policy processes and advocate for meaningful
youth participation.?* In 2021, the group launched the Instagram platform
@letstalkmigration, enabling participants and the broader community to
share migration stories through virtual media rooms.®*
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Conducting financial transactions

Despite the lack of extensive evidence, certain studies have suggested
that children on the move utilise existing technology platforms for
financial transactions. For example, a study conducted with refugees in
camps in Jordan, Rwanda, and Uganda, which included focus groups and
surveys, revealed that mobile money was commonly used to send funds
to children studying outside the camps.®> A 2020 Save the Children report
indicated that young people on the move in the United States have been
using online mobile payment platforms, such as Venmo, to raise funds for
expenses they are unable to cover, for instance, to support family costs
when a relative is detained or deported by immigration authorities.®®
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4. FACTORS SHAPING
TECHNOLOGY USE AMONG
CHILDREN ON THE MOVE

Theliterature suggeststhatchildren’sdigital experiencesare shaped
by a range of individual, family, and structural factors, including
gender, age, ethnicity, religion, and digital skills. For children on the
move, these factors interact with the specific challenges they face,
such as the stages of their journey and the availability of internet
infrastructure.

In many traditional and patriarchal cultures?®” girls are often subject
to stricter supervision, limiting their opportunities to use digital tools
compared to boys.8 For instance, the 2021 report by the International
Data Alliance for Children on the Move highlighted that girls often faced
greater obstaclesto online learning during COVID-19, as their parents were
less likely to provide them with Internet-enabled phones due to harmful
gender norms around girls’ education and safety concerns, compared to
their sons.®®

Age also plays a significant role in digital access, as evidenced by a 2022
study involving displacement-affected communities in Lebanon, Papua
New Guinea, and South Sudan.®® Through qualitative engagement and
surveys with refugees, internally displaced people, and host communities,
the study revealed that parents expressed concerns about their children’s
online activities, particularly on social media, based on both gender and
age. In northern Lebanon, for example, parents often imposed strict rules
about which apps their children could use, who they could interact with,
and what content they could access.® Platforms like Instagram and TikTok
were especially seen as inappropriate for girls and younger children.®?
Similarly, in Bor, in South Sudan, there were concerns about children
accessing harmful content online.®

Young children may have less access to a mobile phone or other devices.
However, this does not mean that they cannot access the Internet.
They usually use their parents’ or older relatives’ devices for recreation,
education, or to help their older family members use the device.
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For example, research on refugees’ digital skills in Europe found that
women refugees usually depend on intermediaries, such as children, for
tech support, to get access to education or other information.®*

An ethnographic study with refugees highlighted that children’s
technology use is influenced by the interaction of gender, ethnic, and
religious affiliations, which are often shaped by hierarchical structures.®®
For example, in the case of rural Afghan boys housed in Belgian shelters
for unaccompanied children, learning was gendered and frequently
hierarchical. Older male community members—such as an older brother,
an uncle,ora malefriend metduring the journey orin the asylum centre—
often mediated digital skill development. %

Children on the move’s use of technology is also strongly influenced
by the specific needs and circumstances of their migration or
displacement. For example, a study in Spain found that in general, mobile
phones are the most used device by children on the move; however, as
they begin seeking formal employment, the use of computers and other
devices becomes more necessary.?” Children typically access computersin
shelters or support institutions, subject to the rules set by the individuals
in charge of these facilities.®®

The conditions of the migration stage or crisis scenario are another
crucial factor shaping how children on the move engage with and
utilise technology. For instance, during transit, the availability of a
connection to the Internet and access to financial resources can influence
the use of phones or other devices. Even if they have the financial meansto
access mobile devices, smugglers may confiscate their phones at certain
points along the route due to fears of government tracking, leaving them
without connection.®'° |n some cases, children travel with only a SIM
card, borrowing mobile phones for short periods as needed.'”

Upon arrival attheirdestination, Internetaccess and accessibility todevices
are also influenced by the conditions set at their accommodation. When
children are placed in shelters, adults frequently restrict their internet use
by controlling the type of device, the time allowed online, and sometimes
the activities they can engage in. Studies involving unaccompanied
children in shelters or institutional accommodations reveal frequent
complaints about restricted internet access.”? While access to mobile
phones is generally widespread, access to other technologies, such as
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computers, is often dependent on the spaces individuals on the move
find themselves in, such as reception centres or support organisations.

A 2021 participatory study in Austria with unaccompanied youth on the
move, including children above 16 years old, aimed to understand how
to design better technological mental health resources for refugee
and displaced communities.®® In addition to limited internet access in
accommodations,the study foundthat other conditionswithinthe centres
also impacted the use of technology. For example, the lack of privacy in
rooms restricted the use of applications that required sound. Challenges
within the centres were compounded by individual circumstances,
such as youth working hours and school or German language training
schedules to support their integration into the country.

While many children on the move are tech savvy, many others face
digital literacy challenges due to socio-economic, linguistic, and
cultural barriers, despite the widespread use of smartphones.'?*
Although smartphones facilitate essential digital tasks, such as staying
connected with family, they often lead to fragmented digital knowledge,
limiting the development of broader problem-solving skills needed to
fully navigate and benefit from digital environments.'%®

This literature review shows that children on the move use technology
at every stage of their journey: during the planning phase, throughout
their displacement, and after settling in a host country. Technology plays
a crucial role in their lives, helping them to find information, support
their integration, and meet their social and emotional needs. This finding
is consistent with studies published before 2018, which identified the
Internet as a necessity, sometimes considered as important as, or even
more important than, food and shelter®® There is evidence that the
technology is so essential for children on the move that perpetrators
sometimes exploit this dependence to commit sexual exploitation.!o”
Research by the European Union Agency for Fundamental Rights in 2021
found that among 20 unaccompanied Pakistani boys over the age of 15
and young Pakistani adults who had arrived as unaccompanied children
in Greece, half reported experiencing sexual harassment.°® Some said that
they, or someone they knew, had been approached by older men who
touched them or offered goods, including mobile phones, in exchange
for sexual favours.
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5. DOCUMENTED
TECHNOLOGY-FACILITATED
HARM AGAINST CHILDREN
ON THE MOVE

Several experts have warned about the risks of technology-facilitated
violence for children on the move. However, there is little evidence
documenting these harms, and even less that looks specifically at
technology-facilitated sexual abuse and exploitation or gender-based
violence. A review of studies on how technology is used to recruit children
for sexual exploitation found that researchers often do not ask directly
about the role of technology during recruitment.’®® In addition, research
on how technology is used to commit trafficking crimes is limited, which
is often the case for many types of online criminal activities."° This is partly
due to the inherently challenging nature of detecting and monitoring
cybercrime.

Children on the move also face extra barriers when trying to report
violence, meaning many harmful experiences are never officially recorded.
A 2024 study aimed at building the evidence base on technology-
facilitated gender-based violence in Asia conducted multi-country focus
group discussions with 68 key informants from 47 organisations across 14
countries in the region. While the issue of technology-facilitated gender-
based violence among individuals on the move was less frequently
discussed, participants highlighted that women from refugee and
migrant backgrounds were potentially as affected by this type of violence,
if not more so, than other groups of women. However, due to intersecting
forms of marginalisation and barriers to accessing services and support,
these women are likely to be less visible within the system compared
to others. Victims may refrain from reporting incidents out of fear of
detention or deportation.?

Online grooming of children for sexual purposes

Perpetrators use social media to conceal their identities and contact
children on the move, gaining their trust before deceiving them with
false promises of safe migration, money or job opportunities. The
Brussels Times reported a troubling case in September 2022. The case
involved underage Afghan boys in Belgium, aged 13 to 18, who were
groomed on TikTok and then exploited into prostitution by a human
trafficking network.™ The case, which involved dozens to hundreds
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of children, led to the arrest of five Afghan men suspected of human
trafficking.

Perpetrators often use social media to contact children on the move,
presenting themselves as friends or romantic partners. For instance, in
Kenya, anecdotal evidence highlighted the case of a refugee girl who
met a foreign man online.™ He travelled to Kenya to legally marry her,
offering her the prospect of leaving the country to live with him in Ghana.
However, after a few months, the man moved to Canada, leaving the girl
with his three brothers, who sexually exploited her.

In some cases, perpetrators use children on the move to recruit other
children, often by encouraging them to form romantic relationships and
convince their peers to begin a migration journey. They may provide
information about the route and even offer financial support to cover
travel expenses.™ Once the recruited children leave home, they are often
drawn into networks of sexual exploitation. According to a former director
of the Tachira Women's Institute in Venezuela, at least 18 such cases were
documented in 2021, as reported in a journalistic investigation by Los
Andes and Connectas."®

In 2020, Save the Children published a report on digital safeguarding for
children on the move, based on interviews with children, key stakeholders,
and a review of relevant documents.” The report highlighted that
traffickers often target vulnerable children on the move through open
communication channels and gradually groom them into moving to
more private platforms, where detection by authorities becomes more
difficult."™® For instance, in Serbia, WhatsApp was identified as a tool used
to recruit children for home-based sexual exploitation.

As described earlier, children on the move often seek information about
migration routes, job opportunities, and places to stay; however, much
of this information is misleading or false, putting them at serious risk.

A report on the trafficking of Venezuelan people on the move during
COVID-19 documented the use of fake websites offering modelling jobs
to women and girls."™ After being recruited and arriving in the destination
country, many had their passports taken away and were subjected to
sexual exploitation.
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Sexual and financial extortion

The existing evidence shows instances in which perpetrators
blackmail children on the move, demanding sexual content produced
by the children themselves or money in return. A 2019 study in Spain
involving 52 children on the move highlighted sexual extortion as a
perceived hazard.”° In this context, an interviewee from the Forth Greek
BIA team, who contributed to a 2023 report on migration and information
and communication technologies, shared that they conducted a survey
to identify the specific needs of children on the move in Greece. The
findings revealed that sexual extortion, hate speech, cyberbullying, and
scams were among the most pressing issues requiring urgent attention.”
In Kenya, the use of child sexual abuse material for financial extortion of
children was reported by key informants in a study conducted by ECPAT
International on sexual exploitation of children in humanitarian settings.'?

Child sexual abuse material

ReportsonVenezuelan migrantchildren onthe move documentinstances
of girls being exploited to produce child sexual abuse material.”® In the
aforementioned report on the sexual trafficking of Venezuelan individuals
on the move during COVID-19, it was noted that social media adverts
offered work for women as virtual models, which involved sending photos
and videos in swimsuits in exchange for money.”* There have also been
cases of Venezuelan women and girls being recruited to work as models
in so-called ‘webcam houses’, where they were exploited, and in some
instances held against their will to produce sexual abuse material.?®

Online bullying

Most of the literature that explores online risks for children on the
move highlights children experiencing persistent online harassment
and bullying from peers or others, impacting their mental health.'26'?7
Studies have reported that online spaces are used to marginalise or
discriminate against children based on their migration status, gender, or
ethnicity. A2019 study with children on the move in Spain explored therisks
they face when using the Internet. It found that one of the key differences
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compared to the risks faced by Spanish children is the increased exposure
to hate speech.’”®In a 2020 report by Save the Children, institutional staff in
Greece reported concerns that social media was being used to radicalise
violence against children and youth on the move.”?®

Doxing, scamming and blackmailing

Children on the move are also at risk of being hacked, scammed, losing
personal data, and facing serious privacy risks online. Some children
and their families have been targeted by fraudulent schemes, such as
fake migration services or false employment offers, which exploit their
precarious situations.so!

Four children on the move who participated in a study conducted in
Bosnia and Herzegovina and Serbia shared that children are sometimes
kidnapped while travelling, with the aim of extorting money from their
families.® They explained that videos are sent to parents or relatives
showing the children being threatened with various forms of harm,
including rape, if a ransom is not paid. Families are often given very little
time to gather the money.*®

Sexual exploitation and abuse of boys on the move

While much of the research on sexual violence and exploitation
focuses on women, some studies have begun to shed light on the
significant risks faced by unaccompanied boys. A 2020 multi-country
study conducted in Bangladesh, Italy, the eastern Democratic Republic
of Congo, and Kenya examined the characteristics and impacts of sexual
violence against men and boys in conflict and displacement settings.®*
The study, which included focus group discussions with 310 refugees
and interviews with key informants, revealed that sexual violence against
boys often occurs in highly vulnerable locations, such as border crossings,
along roadsides, and during imprisonment. Reportedly, in host countries,
boys, particularly adolescents and those with diverse sexual orientation,
could also be at risk of sexual abuse, exploitation, and rape. A child
protection officer interviewed in Italy described a common grooming
tactic targeting refugee and migrant boys: a perpetrator might send a
friend request on social media, such as Facebook, initiating a seemingly
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innocent conversation.®™ This can then progress to invitations to meet,
often framed as offers to clean their homes or provide other services for
payment. These interactions can escalate to discussions about sex, with
boys often agreeing to sexual acts in exchange for money or goods, even
without the use of physical force.*®

Risks and protective factors

Children on the move face many of the same tech-based risks as other
children, but their challenging living conditions and limited access
to stable housing, education, and financial support can make these
risks even more severe.”” For example, a study in Uganda examined
the experiences of 333 urban refugee and displaced adolescent girls and
young women residing in informal settlements.®® It found that those
who used mobile apps were more likely to experience violence—whether
physical, verbal, or sexual—than those who did not use these apps.”®

Childrenonthe move also use social mediatoshareinformationabouttheir
journeys, but this can make them vulnerable to exploitation. Perpetrators
often target children who are in need of money, emotionally distressed,
or unable to work legally, making them particularly susceptible to various
forms of abuse, including sexual exploitation.*® However, many of these
children develop their own strategies for staying safe online, learning to
identify potential scams or fake news through personal experience or by
observing the mistakes of their peers.'!

Parents’ digital skills play a crucial role in children’s online safety. In
countries where harmful online content is prevalent, but parents have
limited digital skills, children are often left to navigate the digital world
on their own.*? When these children move to countries with more
developed digital markets and greater access to low-quality or potentially
harmful content, they may experience a heightened sense of insecurity
and vulnerability in the digital environment.*®* As observed in various
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humanitarian and non-humanitarian contexts, the risks associated with
technologies are amplified by the digital divide, with children frequently
navigating the Internet with minimal guidance and limited understanding
of digital safety from their caregivers.'#
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6. THE ROLE OF DIGITAL
PLATFORMS AND TECH
COMPANIES IN PROTECTING
CHILDREN ON THE
MOVE FROM SEXUAL
EXPLOITATION

When looking for information on how digital platforms and tech
companies protect children on the move from sexual exploitation, very
few documented initiatives were found. Instead, the available tools and
strategies mostly come from related areas, including the use of technology
to combat technology-facilitated sexual violence against children, in
general,'® address tech-facilitated gender-based violence,*¢ and tackle
the trafficking and smuggling of individuals on the move."#

Giventhelackofevidence, thissection presentsinsightsfromthe literature
on what children on the move need to know and do to stay safe online, as
well as how technology can support them, based on lessons from these
related fields.

Many children on the move learn to manage online risks through their
own experiences or by learning from their peers.”® Tech-based initiatives
could play a crucial role in helping them stay safe by providing clear and
accurate information. This review found two illustrative examples of such
initiatives that are available online

The “Be an Internet Awesome” project is implemented in Greece by the
Institute of Technology and Research in collaboration with Google.org.
The toolkit is hosted on an online platformm designed for young people
aged 13 to 18 and can be used by teachers as part of relevant lessons
or independently by the children. The toolkit aims not only to promote
digital literacy and raise awareness about key online issues but also to
empower refugee and migrant children and youth in Greece. It provides
engaging activities to help children recognise and prevent hate speech,
online scams, and misinformation. The educational materials are available
in English, Arabic, and Farsi.
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The Hungary country office of the United Nations High Commissioner
for Refugees has developed Safe Online — A Cuide to Being Protected on
the Internet. This online resource aims to help children understand the
various risks they may encounter online and provides specific strategies
to protect themselves.

Children on the move rely on the Internet to access information at all
stages of their journey, as seen in section 2. However, this information
is not always accurate or up to date, which can expose them to various
risks, including exploitation. To address this, tech companies can make
a significant contribution by utilising their platforms to share reliable
and timely information about migration risks and support services.'*° A
2020 report on the use of technology tools to combat trafficking in human
beings highlighted the importance of providing accurate information
about migration risks, including strategies for identifying trafficking
threats and reporting mechanisms.*° This approach can help children on
the move make safer, more informed decisions.

Non-governmental organisations working with people on the move
have developed apps to support them throughout their journey. These
apps primarily provide information and connect users to critical support
services. While many of these initiatives are designed for adults, some
are specifically tailored for children on the move, including the following
examples:

» ImportaMi, launched in March 2022, is part of the Signpost
project by the Rescue Committee, targeting unaccompanied
children navigating life in the United States. The app aims to
provide information and enable unaccompanied children to
connect directly with a community liaison, who can assist them
in finding an attorney and accessing long-term support. During
its pilot phase, ImportaMi collaborated with partners to support
children by providing vital assistance, including helping those
fleeing potentially exploitative situations with family or sponsors,
and connecting them to specialised resources.™

» Miniila APP, supported by Missing Children Europe,'*?is designed
specifically to meet the needs of unaccompanied children on
the move, offering clear and accessible information about local
services, such as shelters, food banks, and healthcare. It also
provides quick access to the 116.000 missing children hotline
and the 116 -111 child helpline, along with guidance on children’s
rights in the European Union and important procedures,
including those related to international protection and family
reunification.
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At the time of writing this literature review, June 2025, no documents
were found evaluating the functioning or impact of such apps on the
protection of children on the move.

Technology can also support children on the move through reporting
systems, enabling them to access better assistance when they
face potential risks or encounter violent or abusive content online.
The importance of this role is underscored by existing literature on
protecting women and children from technology-facilitated violence.
In 2020, the World Wide Web Foundation organised workshops with
major tech platforms (including Facebook/Instagram (now Meta),
Twitter (now X), Google/YouTube, and TikTok), civil society organisations,
government representatives, and academia. The aim was to generate
evidence, build relationships, and engage in constructive dialogue about
women's experiences of online gender-based violence and abuse.™ One
key recommendation from these discussions was that technology should
connect women to existing support services. Additionally, reporting
systems should allow users to track and manage their reports, address
context and language barriers, provide clearer policy and product
guidance, and offer more support options for women throughout the
reporting process.™

Children on the move face several challenges in reporting harmful
experiences; technology can provide children with accessible and
meaningful reporting mechanisms. This includes ensuring that tech
companies do not implement end-to-end encryption on their services
unless they establish additional safeguards to enable law enforcement
access to evidence and maintain the ability to detect and report child
sexual abuse material.®®

Technology has the potential to support efforts to prevent, disrupt,
and detect trafficking and sexual exploitation. Research on human
trafficking and smuggling highlights how tech-based solutions can
help identify risks and prevent violence and abuse, though much of
this work has focused on adults. These tools can also be adapted to
protect children on the move. For example, technology is already being
used at borders to identify traffickers by analysing data for suspicious
transactions, such as unusual financial transfers!™® This must be
complemented by ensuring that border forces are properly trained and
equipped to recognise indicators of smuggling.”’

Identifying suspicious online financial transactions has also been used
to detect potential perpetrators of child abuse. A 2021 study by the
Australian Transaction Reports and Analysis Centre used machine
learning to identify patterns among Australians engaging with
facilitators of live streaming of child sexual abuse in the Philippines,
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finding that high-frequency offenders typically spent under £55 every 20
days. The study highlights the potential of technology in identifying such
offenders.*®

Children on the move are particularly vulnerable to harmful and risky
online content, such as scams, hate speech, fake job advertisements,
and online grooming. Although many existing tech-based tools were
not specifically designed for children on the move, they could be
adapted to better protect this group. In the field of child protection,
several advanced technologies already exist to detect and remove harmful
content. For example, machine learning algorithms and natural language
processing tools are being used to quickly identify and take down illegal
material™® *© including content on the dark web.®" A global mapping
of tools in 2019 identified approximately 50 Al-based technologies
that were already enhancing prevention, detection, and prosecution
efforts.® Most of these tools focus on detecting and removing child
sexual abuse material, and many rely on hash-matching technologies
to quickly identify known abusive content. An interesting finding from
the mapping is that the geographic focus of Al solutions remains limited.
Canada, the UK, and the US were leading efforts to combat this crime,
supported by strong government initiatives and numerous high-profile
cross-sector partnerships involving major technology companies and
non-governmental organisations. Nationally based hotlines were found
to be the most prominent actors in the global fight against child sexual
abuse, often starting with efforts to create a safer internet within their
own countries before advocating for global collaboration. However,
the borderless nature of technology-facilitated child sexual abuse and
exploitation meansthatthreatstochildrenarise fromallregions, rendering
national solutions insufficient. '

Children on the move often worry about blackmail, privacy, and
online safety. Literature on how the tech sector can protect children
from online risks and support women facing technology-based
gender violence suggests that digital tools can play a crucial role
in empowering and safeguarding these groups.''%> For example, a
consultation workshop organised by the World Wide Web Foundation
recommended that tech design should include more user-friendly
privacy settings, simpler language, and better access to safety features

158 Cubitt, T, Napier, S., & Brown, R. (2021). Predicting prolific live streaming of child sexual. The
use of machine learning algorithms helps to identify potentially harmful content quickly and
efficiently, and tech-based providers should commit to removing the content once it has been
identified abuse. Trends and issues in crime and criminal justice, (634), 1-21.

159 Vogt, M, Leser, U., & Akbik, A. (2021, August). Early detection of sexual predators in chats.

In Proceedings of the 59th Annual Meeting of the Association for Computational Linguistics
and the 11th International Joint Conference on Natural Language Processing (Volume 1: Long
Papers) (pp. 4985-4999).

160 Nguyen, T. T, Wilson, C., & Dalins, J. (2023). Fine-tuning llama 2 large language models for
detecting online sexual predatory chats and abusive texts. arXiv preprint arXiv:2308.14683.

161 Vuong M. Ngo, Susan Mckeever and Christina Thorpe. (2023). Identifying Online Child Sexual
Texts in Dark Web through Machine Learning and Deep Learning Algorithms. In APWG.EU
Technical Summit and Researchers Sync-Up (APWG.EU-Tech 2023), pp. 1-6, CEUR Workshop
Proceedings. DOI: 10.21427/WFN5-RT72

162 Bracket Foundation Artificial Intelligence. (2019). Combating Online sexual exploitation of
children. California: US.

163 Ibid.

164 Suojellaan Lapsia, (2024) Protect Children ry. “Tech Platforms Used by Online Child Sexual
Abuse Offenders: Research Report with Actionable Recommendations for the Tech Industry’

165 World Wide Web Foundation. (2021). Tech Policy Design Lab: Online Gender Based Violence
and Abuse. Outcomes and Recommendations.

d


https://stellapolaris.childhood.se/material/predicting-prolific-live-streaming-of-child-sexual-abuse
https://stellapolaris.childhood.se/material/predicting-prolific-live-streaming-of-child-sexual-abuse
https://stellapolaris.childhood.se/material/predicting-prolific-live-streaming-of-child-sexual-abuse
https://stellapolaris.childhood.se/material/predicting-prolific-live-streaming-of-child-sexual-abuse
https://stellapolaris.childhood.se/material/early-detection-of-sexual-predators-in-chats
https://stellapolaris.childhood.se/material/fine-tuning-llama-2-large-language-models-for-detecting-online-sexual-predatory-chats-and-abusive-texts
https://stellapolaris.childhood.se/material/fine-tuning-llama-2-large-language-models-for-detecting-online-sexual-predatory-chats-and-abusive-texts
https://arrow.tudublin.ie/scschcomcon/393/
https://arrow.tudublin.ie/scschcomcon/393/
https://assets.super.so/7b61e5e8-a20b-49ec-9948-eb8a5300835a/files/14ed8732-b81a-4207-8f21-cddb3bc034dd.pdf
https://assets.super.so/7b61e5e8-a20b-49ec-9948-eb8a5300835a/files/14ed8732-b81a-4207-8f21-cddb3bc034dd.pdf
https://bd9606b6-40f8-4128-b03a-9282bdcfff0f.usrfiles.com/ugd/bd9606_0d8ae7365a8f4bfc977d8e7aeb2a1e1a.pdf
https://bd9606b6-40f8-4128-b03a-9282bdcfff0f.usrfiles.com/ugd/bd9606_0d8ae7365a8f4bfc977d8e7aeb2a1e1a.pdf
https://uploads-ssl.webflow.com/61557f76c8a63ae527a819e6/61557f76c8a63a65a6a81adc_OGBV_Report_June2021.pdf
https://uploads-ssl.webflow.com/61557f76c8a63ae527a819e6/61557f76c8a63a65a6a81adc_OGBV_Report_June2021.pdf

. LITERATURE REVIEW TECHNOLOGY AND CHILDREN ON THE MOVE OR AFFECTED BY CRISIS: USES, RISKS AND PROTECTION MEASURES

to help users manage their online experiences and reduce exposure to
harmful content.’®®

While children on the move can develop their own strategies for
identifying false or untrustworthy content, tech-based tools can
provide additional support. For instance, fact-checking tools have
been shown to reduce the spread of hate speech and misinformation,
which can help protect vulnerable groups from extreme violence.
One example is iVerify, a fact-checking initiative developed by the United
Nations Development Programme through the Brussels-based Task
Force on Electoral Assistance and the Chief Digital Office. iVerify uses
artificial intelligence, machine learning, and in-person verification to
identify and counter false narratives, particularly during sensitive periods
like elections.® |t was successfully implemented during the elections
in Zambia, where fact-checkers worked to identify and remove harmful
content, leading to public retractions by content producers. This example
highlights how similar tools could be adapted to help children on the
move verify information and stay safe online.

This literature review has also identified some initiatives implemented
by non-governmental organisations and sharing economy platforms
to support children on the move. Sharing economy platforms like Uber
and Airbnb have partnered with international organisationsto provide safe
support for children and their families. For example, Uber has teamed up
with the International Rescue Committee in the USA,®8HIAS in Poland'®®
and in the UK'® to offer free and discounted rides to non-profits, helping
refugees access essential services and attend appointments safely. Since
2020, Airbnb.org has provided free temporary housing for over 210,000
refugees and continues to support their resettlement in the US through
its Sponsorship Initiative.” A press release on the work of HIAS and
Airbnb in Guatemala shows that HIAS is responsible for collaborating
with selected hosts to ensure participants are safe, comfortable, and well-
settled, conducting monitoring visits and supporting the check-in and
check-out processes. Additionally, HIAS provides hosts with training on
protection, gender, and refugee rights to better equip them to host at-risk
individuals.'”? These initiatives demonstrate how private sector actors are
implementing specific actions to protect children on the move, serving as
potential examples for technology companies to follow.

To conclude, this review found limited literature and initiatives addressing
how technology can protect children on the move from technology-
facilitated sexual exploitation. While technology plays a significant role for
adults and children on the move, holding potential for addressing child
protection issues, few tools are designed to meet the specific abilities,
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needs, and preferences of refugee children and their caregivers.” It
is essential to note that during this review, several technology tools
designed to support individuals on the move were identified; however,
these initiatives often appear to lack gender considerations and child-
centred approaches.
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7. CONCLUSIONS

Children on the move face numerous risks, including exploitation, abuse,
and xenophobia, with traffickers targeting especially unaccompanied
children. The sharp rise in global displacement, driven by conflicts and
crises, underscores the need for enhanced protection and support for
these children. The literature review provides further evidence of how
technology can become a source of entertainment, ‘life-saving’ and a
necessity, as it offers essential information, helps children reconnect with
families, and facilitates their integration into host communities, among
other benefits. Although less evidence is available, the literature also
shows that technology can be ‘life-threatening’ for children on the move,
as it introduces new risks by exposing them to online grooming, sexual
exploitation, and other forms of technology-facilitated harm. These harms
are compounded by the existing vulnerabilities and socioemotional
impacts of displacement.

The literature review provides evidence that there is a concerning gap
in the documentation of technology-facilitated harms, particularly for
girls and boys on the move. The search focused on reports related to risks
and violence, specifically seeking references to technology as a mediator,
facilitator, or having any role in the exploitation or harm of children.
Few reports address this issue directly, and among those identified, the
sources were primarily press releases, investigative journalism or service
providers' perceptions.

Limited evidence also exists on the role that digital platforms and tech
companies play in protecting children on the move. However, insights
from the fields of technology-facilitated gender violence and the use of
technology to prevent trafficking and smuggling offer valuable guidance
for safeguarding children on the move.

Interestingly, much of the research conducted with children on the move
collects information from boys, as unaccompanied children in shelters are
often male. However, it is noteworthy that the issue of sexual violence and
exploitation continues to be predominantly studied in female samples,
leaving a gap in understanding the experiences of boys. Gender biases
that perceive boys on the move as invulnerable may shape the analysis of
their risks, rendering their vulnerabilities invisible and their experiences of
violence overlooked."”
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There is also limited literature addressing the experiences of children
with diverse sexual orientations, gender identities, and expressions
within humanitarian settings. This gap contributes to a lack of nuanced
understanding of how these children use technology and the associated
risks they may face, which can, in turn, affect the design of effective
interventions. A review of service delivery and funding priorities among
humanitarian organisations found that children with diverse sexual
orientations, gender identities, and expressions are often treated as a
single group, without recognising or addressing their distinct needs and
experiences.””

Additionally, more intersectional research is needed, particularly focusing
on children of diverse sexual orientation, gender identity, and expression,
children with disabilities, and other groups in vulnerable situations.
Moreover, while evidence shows that online risks affect children of all ages,
most literature on technology-facilitated harm focuses on adolescents,
leaving the experiences of younger children underexplored.

175 Gambir, K., Hutchison, C., Alexander Lillian, & Alessi, E. (2024). Addressing the needs of
cisgender, heterosexual men and LGBTIQ+ survivors of sexual violence: a scoping review of
service delivery and funding priorities among humanitarian organisations. Global Public
Health, 19(1, 2371389).
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